
This is a new session aiming to share recent trends of relationship 
between mathematics and information security. In this session, we 
invite two distinguished researchers on information security based on 

mathematics. At this session, we would like to discuss the future 
progress of both communities for developing information systems based 
on mathematics.
This session is organized by the AIMaP*1 project, supported by MEXT*2. 

The aim of the project is extending research areas and activities 
related to mathematics by cooperating IMI*3 and 12 mathematics 
research institutions in Japan.

*1 Advanced Innovation powered by Mathematics 
Platform. https://aimap.imi.kyushu-u.ac.jp/
*2 Ministry of Education, Culture, Sports, Science and Technology, Japan.
*3 Institute of Mathematics for Industry, Kyushu University, Japan.
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Dr. Kazue Sako

Distinguished Researcher, Security Research Laboratories, 
Central Research Laboratories, NEC Corporation
https://www.nec.com/en/global/rd/people/kazue_sako.html

Mathematics and Cryptography for Society
Abstract

In the age of digital transformation, not only industry but also society as a 
whole will be largely impacted from information and communication technology 
(ICT). Yet these technologies can be misused to harm individuals and society, by 
being insecure or unfair. In the physical world, we had been using physical 
objects and its limitation to disable malicious activities to achieve more 
security and fairness. However, in the digital world, these limitations are 
useless and thus the system is apt to be misused. Cryptography provides a tool to 
create such limitations in the digital world, as it studies mechanisms to control 
information flow or restrict procedures in digitalized systems. Therefore it is 
important to design secure and fair systems for society using cryptography. 
Mathematics is necessary to to make sure that cryptographic protocols and 
primitives achieve the designed criteria.
In this presentation, we will discuss the design of blockchain technology used in 
Bitcoin as an example of societal system that decentralizes power to achieve 
fairness, together with some of the activities within Japan to bridge mathematics 
and cryptography.

Special Session of Mathematics and Information Security

https://www.nec.com/en/global/rd/people/kazue_sako.html


Prof. Carlos Cid

Professor in Information Security, 
Royal Holloway University of London, UK, 
and Simula UiB, Norway
http://www.isg.rhul.ac.uk/~ccid

Domain Specific Ciphers
Abstract

In this talk we discuss symmetric-key algorithms specifically designed for use in particular 
domains or novel applications. While block ciphers are perhaps the best understood and 
widely used class of cryptographic algorithms, most conventional algorithms have been 
designed to encrypt bit-string messages for transmission and storage. Furthermore, they 

aimed for efficient implementation on standard CPUs and in hardware. Recent advances in 
cryptography have on the other hand increased the number and range of applications in which 
symmetric-key ciphers can be used, or required: for example, a block cipher may be needed to 
encrypt messages respecting a specific format; they may be used as building block of 

applications which would benefit from low multiplicative circuit depth; or have features 
that facilitate secure obfuscation. Despite its attractive features, AES and most 
conventional block ciphers may not be particularly suitable for these applications or 
platforms.
We provide an overview of the main recent developments in this area, focusing mainly on the 
design and analysis of algebraic ciphers proposed for supporting advanced applications, such 
as Zero-Knowledge proofs. These ciphers aim to minimize the number of multiplications on a 
large field, in order to improve performance of ZKPs. However their simple algebraic 
structure may make them particularly vulnerable to algebraic attacks.
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Please give us your feedback.
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Advanced Innovation powered by Mathematics Platform
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Mathematics session in other societies

30 sessions in 2017, 34 sessions in 2018 and 26+α sessions in 2019

cf. https://aimap.imi.kyushu-u.ac.jp/wp/2019list

○【Tohoku】 2017/9/10 Japan Radiological Society @ Matsuyama

Functional Analysis of blood flow and geometric characteristic, etc.

○【Osaka】 2017/12/6 Consortium of Biological Sciences @ Kobe
Mathematical analysis of cell membrane molecule interaction, etc.

〇【Kyushu】2018/3/17 The Japan Society for Precision Engineering

Geometric approach to precision  engineering

○【RIKEN】 2018/3/22-25 The Physical Society of Japan

Persistent homology and its application to randomness in physics

○【Kyushu】 2019/8/28-30 International Workshop on Security @ TIT
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Mathematics and Mathematical Science researches
collaborating with industry and other sciences (1/4)

Describe a mechanism of complex phenomenon using Mathematics 

2016年7月15日 文部
科学省・戦略的基礎
研究部会資料「数学
イノベーション推進
に必要な方策につい
て」より



Mathematics and Mathematical Science researches
collaborating with industry and other sciences (2/4)

Mathematical formulations of fluctuation estimations and predictions

Mathematical formulations of decision processes of skilled technicians



Mathematics and Mathematical Science researches
collaborating with industry and other sciences (3/4)

Extraction and reconstruction of data in another Mathematical space

Reconstruction of a network structure in another Mathematical space



Mathematics and Mathematical Science researches
collaborating with industry and other sciences (4/4)

Information SecurityVisualization of topological changes

Computer Graphics Convex Optimization



数学・数理科学専攻若⼿研究者のための
異分野・異業種研究交流会２０１9

日時：2019年10月26日（土）10：00 - 19：30 場所：東京大学駒場1 キャンパス
プログラム【第一部】
10 : 00 ～10 : 15 開会挨拶 寺杣友秀（日本数学会理事長）
10 : 10 ～10 : 45 
基調講演 「デジタルトランスフォーメーションに向けたMUFGの取り組み ～数学を通じた社会貢献に向けて～」
亀澤宏規氏（三菱UFJフィナンシャル・グループ代表執行役副社長 ）
【第二部】
10 : 45 ～12 : 15 協力企業・研究所紹介
13 : 15 ～15 : 00 若手研究者によるポスター発表
15 : 10 ～15 : 40 リクルートセミナー（学生のみ対象）青沼君明氏 （明治大学教授）
15 : 45 ～17 : 45 個別交流会 （若手研究者が企業ブースを訪問）
【第三部】
18 : 00 ～19 : 30 表彰式・情報交換会（優れた発表には「ベストポスター発表」を授与し表彰する）
協力企業・研究所：40社
アイシン・エィ・ダブリュ,アイシン精機,IBM東京基礎研究所,アクサ生命保険,アクセンチュア,Arithmer,C-ENGINE,AGC,NEC中
央研究所,NTT研究所,アルトナー,光電製作所,シナモン,東芝研究開発センター,とめ研究所,ニコン,富士通研究所,三井住友
銀行,グローバルヘルスコンサルティング・ジャパン,厚生労働省,構造計画研究所,コマツ,ジブラルタ,生命保険,スローガン,総
務省統計局,大同生命保険,中部電力技術開発本部エネルギー応用研究所,TDSE,トヨタ自動車,日本製鉄先端技術研究所,
日本ユニシス,富士通,方正,MathWorks Japan,マツダ技術研究所,三菱電機,三菱UFJ銀行,三菱UFJモルガン・スタンレー証券,
ヤフー,有限責任監査法人トーマツ
参加大学等：
茨城大学,大阪大学,お茶の水女子大学,金沢大学,関西学院大学,関西大学,九州大学,京都大学,慶應義塾大学,神戸大学,埼
玉大学,首都大学東京,上智大学,情報・システム研究機構統計数理研究所,中央大学,筑波大学,東京工業大学,東京大学,東
京理科大学,東北大学,名古屋大学,日本大学,広島大学,北海道大学,明治大学,理化学研究所,立命館大学,早稲田大学 12

日本数学会が設けた産官学の有識者からなる社会連携協議会が中心となり、2014年以降毎年開催。
2018年11月に第5回の交流会を開催。産官学から226名が参加。

• ポスター発表を行った数学専攻学生（主に博士課程学生）：60件
• 企業等34社からの参加者:91名
• その他（大学教員、大学生・大学院生、企業、高校教員等）

Keynote Talk (2018)

Poster Session (2018)
Best Poster Award (2018)

Exchange meetings for companies and students studying mathematics
The University of Tokyo, Komaba Campus, 2019/10/26(Sat)


